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Implement maximum control, security, and compliance processesin Azure
cloud environments In Microsoft Azure Security Infrastructure, three leading
experts show how to plan, deploy, and operate Microsoft Azure with outstanding
levels of control, security, and compliance. You'll learn how to prepare
infrastructure with Microsoft’ sintegrated tools, prebuilt templates, and managed
services—and use these to help safely build and manage any enterprise,

mobile, web, or Internet of Things (I0T) system. The authors guide you through
enforcing, managing, and verifying robust security at physical, network, host,
application, and data layers. You'll learn best practices for security-aware
deployment, operational management, threat mitigation, and continuous
improvement—so you can help protect all your data, make services resilient to
attack, and stay in control no matter how your cloud systems evolve.

Three Microsoft Azure experts show you how to:

» Understand cloud security boundaries and responsibilities

* Plan for compliance, risk management, identity/access

management, operational security, and endpoint and data protection

 Explore Azure' s defense-in-depth security architecture

» Use Azure network security patterns and best practices

* Help safeguard data via encryption, storage redundancy, rights management,
database security, and storage security

* Help protect virtual machines with Microsoft Antimalware for Azure Cloud
Services and Virtua Machines

 Use the Microsoft Azure Key Vault service to help secure cryptographic keys
and other confidential information

» Monitor and help protect Azure and on-premises resources with Azure Security
Center and Operations Management Suite

» Effectively model threats and plan protection for 0T systems

» Use Azure security tools for operations, incident response, and forensic
investigation
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Implement maximum control, security, and compliance processesin Azurecloud

environments In Microsoft Azure Security Infrastructure, three leading experts show how to plan, deploy,
and operate Microsoft Azure with outstanding levels of control, security, and compliance. You'll learn how
to prepare infrastructure with Microsoft’ s integrated tools, prebuilt templates, and managed services—and use
these to help safely build and manage any enterprise, mobile, web, or Internet of Things (IoT) system. The
authors guide you through enforcing, managing, and verifying robust security at physical, network, host,
application, and data layers. You'll learn best practices for security-aware deployment, operational
management, threat mitigation, and continuous improvement—so you can help protect all your data, make
servicesresilient to attack, and stay in control no matter how your cloud systems evolve.

Three Microsoft Azure experts show you how to:

* Understand cloud security boundaries and responsibilities

* Plan for compliance, risk management, identity/access management, operational security, and endpoint and
data protection

* Explore Azure' s defense-in-depth security architecture

» Use Azure network security patterns and best practices

* Help safeguard data via encryption, storage redundancy, rights management, database security, and storage
security

« Help protect virtual machines with Microsoft Antimaware for Azure Cloud Services and Virtual Machines
» Use the Microsoft Azure Key Vault service to help secure cryptographic keys and other confidential
information

» Monitor and help protect Azure and on-premises resources with Azure Security Center and Operations
Management Suite

« Effectively model threats and plan protection for 0T systems

» Use Azure security tools for operations, incident response, and forensic investigation
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Editorial Review

About the Author

YURI DIOGENES s a Senior Content Developer on the CSI Enterprise Mobility Team, focusing on
BYOD and Azure Security Center. Previously, Y uri has worked as awriter for the Windows Security Team
and as a Support Escalation Engineer for the CSS Forefront Team, also at Microsoft. He has a Master of
Science degree in Cybersecurity Intelligence and Forensics from UTICA College and an MBA from FGF in
Brazil, and he holds several industry certifications. He is co-author of Enterprise Mobility Suite; Managing
BYOD and Company-Owned Devices (Microsoft Press, 2015), Microsoft Forefront Threat Management
Gateway (TMG) Administrator's Companion (Microsoft Press, 2010), and three other Forefront titles from
Microsoft Press.

TOM SHINDER is aprogram manager in Azure Security Engineering and a 20 year veteran in I T security.
Tom is best known for hiswork with ISA Server and TMG, publishing 9 books on those topics. He was also
the leading voice at |SAserver.org. After joining Microsoft in 2009, Tom spent time on the UAG
DirectAccess team and then took a three year vacation from security to be a cloud infrastructure specialist
and architect. He's now back to where he belongs in security, and spends a good deal of time hugging his
Azure Security Center console and hiding his secretsin Azure Key Vault.

Users Review
From reader reviews:
Stefanie Roach:

Book isto be different for every single grade. Book for children until adult are different content. To be sure
that book is very important normally. The book Microsoft Azure Security Infrastructure (IT Best Practices -
Microsoft Press) had been making you to know about other knowledge and of course you can take more
information. It is rather advantages for you. The publication Microsoft Azure Security Infrastructure (IT Best
Practices - Microsoft Press) is not only giving you far more new information but also being your friend when
you redly feel bored. Y ou can spend your own spend time to read your reserve. Try to make relationship
using the book Microsoft Azure Security Infrastructure (1T Best Practices - Microsoft Press). Y ou never feel
lose out for everything when you read some books.

Paula M endoza:

A lot of people aways spent their very own free time to vacation or perhaps go to the outside with them
friends and family or their friend. Did you know? Many alot of people spent they will free time just
watching TV, aswell as playing video games all day long. If you need to try to find a new activity hereis
look different you can read a new book. It isreally fun for yourself. If you enjoy the book that you just read
you can spent the entire day to reading areserve. The book Microsoft Azure Security Infrastructure (IT Best
Practices - Microsoft Press) it is very good to read. There are alot of those who recommended this book.
These people were enjoying reading this book. In case you did not have enough space to bring this book you
can buy the e-book. Y ou can mOore quickly to read this book through your smart phone. The priceis not to
fund but this book provides high quality.



Ryan Daggett:

It is possible to spend your free time to see this book this reserve. This Microsoft Azure Security
Infrastructure (IT Best Practices - Microsoft Press) is simple to bring you can read it in the area, in the beach,
train and soon. If you did not have much space to bring the printed book, you can buy the e-book. It is make
you simpler to read it. Y ou can save the particular book in your smart phone. And so there are alot of
benefits that you will get when one buys this book.

Edward Chavez;

Wheat is your hobby? Have you heard this question when you got learners? We believe that that concern was
given by teacher to the students. Many kinds of hobby, Everybody has different hobby. And also you know
that little person similar to reading or as examining become their hobby. Y ou have to know that reading is
very important in addition to book as to be the thing. Book isimportant thing to add you knowledge, except
your teacher or lecturer. Y ou will find good news or update with regards to something by book. Amount
types of books that can you choose to adopt be your object. One of them is niagra Microsoft Azure Security
Infrastructure (IT Best Practices - Microsoft Press).
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